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NMINATOOPMA PERFECTSTORM:
TECTUPOBAHUE YCTPOUCTB U
CEPBUCOB CETEBOW 3ALUUTDI

IXia



TUNOBbIE 3A0A4YN

oy, -

{ REST } { REST }o

[IpoBepKa nepen

SKchnyaraums ObyyeHve & onTMM3aLms
BHEAPEHNEM

* [NpuHATre pelieHnn no * [lpoBepka coxpaHeHUs YPOBHS *  OnTMmn3auunst KoHurypauyum
KOHKYpPUPYHOLWMM NpoayKTam 1 NPOU3BOAUTENIBHOCTU NOCNe CUCTEM 3aLUNTbI 3a CHET OLIEHKU
TEXHOJIOTUAM MO pesyribratam N3MEHEHUNS KOHUrypauum u BNUAHNSA UBMEHEHUIN Ha
peanbHbIX TECTOB 3P(PEKTUBHOCTM. NporpaMMHbIX OBHOBMEHWIA. KOHEYHYIO MOMNUTUKY

* OnpegeneHve NpaBnbHOIO » [NpoBepka QOE HOBbLIX CEpPBMCOB ©e3onacHOCTN.
pasmepa MHBeCTULUIA B N NX BIIMAHNA Ha CyLeCTBYloLLME * TpeHnpoBKa rnepcoHana u
pacLunpeHne NHPPacTPyKTypbI. NPUNOXEHUSI. NpoBEpPKa CKOPOCTU peakumnmn Ha

NHUMOEHT.
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OTBET

Heob6xoamMm MHCTPYMEHT Ansa npoBeaeHUst TeCTupoBaHus!

« C roToBbIMX MeTOANKAMU U LLHABNOHAMKU, YTOObI ObICTPO Ha4YaTb TECTHI.
e C aKkTyanbHon 6a301 gaHHbIX aTak.
* YT100ObI reHepupoBan Tpaduk nosnb3osartenen 1 B 1, 6e3 CUHTETUKN.

MoLHbIW, 4TOObI Mor neperpy3nte DUT 1 HanT ToYKy HacCbIWEHUA.

HacTpanBaembin, 4TOOLI NPOBECTU TECTLI BCEX aCNEKTOB U NOHATbL 3@aBUCUMOCTU
n onTuMmnsauum BeHgopa nog Tpaduk.

C rlo,u,p,ep>|<|<0|7| dBTOMaTU3aunn and nepmnogmnyeckoro nposenaeHnAa TmnoBbiX
TECTOB.

bbin NMPU3HaH Ha MNPOBOM PbIHKE U NMEJT OMNbITHYO KOMaHAy NoA4aepP>KKWU.
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NMnatdopma PerfectStorm™

AnnapaTHaﬂ YaCTb U MOAOYJTN HAlpPy3Ku

8-ports of 1/10GE with the SFP+ interface
N - | - .\ — -

XGS2, 2 cnoTta
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Camas BbiCOKkasi NPOM3BOANTENbHOCTb
Ha PbIHKE.

PeanbHbl 1 AMHAMUYHbLIN TPpAdUK, KaK
B XXMBOW CETMW.

MHorononb3oBaTenbCKUN PEXNM.
2 hopm-hakTopa Liaccu.

[Moooepxka IxLoad n BreakingPoint.

PerfectStorm PerfectStorm
Fusion Non-Fusion
BreakingPoint & ixLoad
IXxLoad
XGS12/2-HS XGS12/2-SD/HS
Chassis Chassis

IXla




OBbbEKTbl TECTUPOBAHWUA

- UTM  Lawful Interception  URL Filter

. IDS/IPS Systems (L) . Content Filter

« Data Retention Systems

* Deep Packet Inspection  Anti-Virus /Anti-Malware

(DPI) * Anti-DDoS » Network Encryption
* Firewall « SSL Accelerator Device
» Web Application Firewall ¢ Traffic Shaper * N Qpyrue

(WAF) . SMTP Relay

 Load Balancer (SLB) e Anti-SPAM
 WAN Accelerator
 Network Probe

* Proxy/Cache
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EOANMHOE PELWWEHMUE

Xcellon-Ultra NP Xcellon-Ultra XTS Breakingpoint Firestorm

Scalable Layer 2-7 Performance Ultra-high Encrypted IPsec Ultra-high Apps & Security
Testing Within XM Chassis Performance Performance
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MPOU3BOOUTEJNIBHOCTb PerfectStorm™ BREAKINGPOINT

[laHHbIe Ha MOOYJ1b B two-arm-pemmme, KIMMMEHTbI N cepBePbl CUMYITMPYKOTCA B paMKax O4AHOIro MoayJsid.

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. |
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BreakingPoint KPI
Application Throughput

Application Flow Rate (open)

TCP CPS (sustain)

Concurrent Application Flows

SSL Throughput
SSL CC

SSL Handshakes per second

IPsec Throughput
IPsec Tunnels

IPsec Tunnel Rate
SCTP Throughput

PerfectStorm
80 Gbps

2M flows/sec
1.5 M CPS
60 M

20 Gbps

1M

190 K

25 Gbps
500K tunnels
2000/sec

14 Gbps
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NMPOU3BOAUTEJIBHOCTDb PerfectStorm™

IxLoad KPI

Application Throughput (AppLib)
HTTP Uni/Bi-directional Throughput

HTTP CPS
HTTP TPS
HTTP CC

SSL Throughput
SSL CC

IPTV/OTT Throughput

IPTV/OTT Sim Users
SIP/RTP active calls

SIP/SRTP active calls

IXLOAD

PerfectStorm
64 Gbps
40 Gbps /76 Gbps
1.5 M CPS
5.5 M TPS
30 M
20 Gbps
1M

20 Gbps
150,000
96,000
24,000

[laHHbIe Ha MOOYJ1b B two-arm-pemmme, KIMMMEHTbI N cepBePbl CUMYITMPYKOTCA B paMKax O4AHOIro MoayJsid.
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MOLYJlb CXP 100G (PS100GE1NG)

Mopaynb ¢ noaaepxkon fan-out-texHonornm ans pa3BeTBEHUSA NOPTOB

1 nopt 100GbE CXP (native).
« 2 nopta 40GbE QSFP+ (4epes fan-out-

Kabenb).
« 8 noptoB 10GbE SFP+ (4yepes fan-out-

kabenb).

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 10 IXIa




I'IPOI/I3BOD,I/ITEJ'IbHOCTb HA LLACCWH

Applications Connection Rate Capacity

Gbps Million Million
Apps Throughput TCP CPS HTTP CC

SSL Throughput SSL Capacity SSL CPS

2.4m

LN 1 2M

Find it before they do.™ G bpS Concurrent SSL
SSL Throughput SSL Flows Connection Rate
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PerfectStorm ONE ™

[oTOBbLIN appliance ansa TecTMpoBaHUSA KOMMIIEKCOB CETEBOU 3aLUUTDI

10} RS232 smmmn  LAN-B
‘ USB
. -~

s ldls 282 8lsssl

IXlAd

PerfectStorm ONE

8-ports of 1/10GE with the SFP+ interface

10 RS232 LAN-5F
vse T
vo [ = N

& QSFP 4 & QSFP

Exz |
S E & s &
...- ...-

IXlad

PerfectStorm ONE

2-ports of 40GE with the QSFP+ interface
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MACLWLUTABUPOBAHWE

Pacwunpante cmctemy no Mepe pocrta noTpedbHoOCTEN

* Mogenb Pay-As-You-Grow

* Onumun fan-out anNsa BEICOKOCKOPOCTHbIX
nopToB

* [loneBble anrpengbl

Non-Fusion - Fusion

Kor-Bo akTMBMPOBAHHbIX MOPTOB

Tun noptoB: 1G 2 10G




NOOOEPXXKA MOLOYNEW HATPY3KW

PerfectStorm

IXla

IxLoad

IXla
IXla

IxLoad
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BUPTYAJIbHbIE NOPTHI

IXia



BUPTYAJIbHbBIE TECTOBBbBIE NOPTbDI

ABTOMaTun3npoBaHHOe pa3BopadmBaHne anda Vmware n KVvVM

MpunoxeHus Connection Rate Capacity

1k 540 ml

Gbps Thousand Million
Apps Throughput TCP CPS HTTP CC

gPoint

Breakin,

Ha kaxabin vController

R  [MGKOe NMLEeH3NpOoBaHMEe NO NOI0Ce NPOMyCKaHusI.

 [IpocToe n HeorpaHN4YeHHOE MacluTabuposaHmne
don3nyecknx pecypcos.
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NIMUEH3WUPOBAHMUE

OOLee onucaHue:

 Noanuncka no3sonseT paboTaTb C CUCTEMON B TEYEHUM rofa, Nony4as Bce
HeobxoamMmble 0bHOBNEeHNA codTa U HOBbIX aTak.

OcobeHHOCTM:

* JIMLeH3npyeTca NCKNIOYNTESNIBHO NoJioca NpPonyckaHna reHepupyemoro Tpadguka
c warom B 1 '6uTt/c Simplex-Tpaduka Ha 1 rog npu ncrnosnb3oBaHum 1
NHTepdeunca.

* JIMLUEH3UA MOXET ObITb MCNONb30BaHa pa3nndHbiMu vController.

« [1ns yBenuyeHuns Tpebyemon nonockl NPonyckaHusi 4OCTaTOYHO 3aKyMUTb HOBbLIE
NULEH3NN.
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APXUTEKTYPA BUPTYAJIbHbIX MOPTOB

* 1o 12 BuptyanbHbIX vVBlade p .
Ha vController. w

 [10 8 BUpTYyanbHbIX
NHTepdencos Ha vBlade.

 [10 96 BUpTYyasibHbIX

NHTEPJENCOB Ha \
vContoller. Hardware CPU, RAM ]

HyperVisor

NC‘.

 vBlade MoXxHO

pa3BOpa‘-||/|BaTb Ha pa3HbIX
Mgmt Device or Network
XOCTax. Ne @
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CUCTEMHbBIE TPEBOBAHWUA

NMporpaMmHble:
« Cpena suptyanmsaummn: Vmware ESX 5.5 nnm KVM.
« Cepsuc DHCP.

AnnapaTtHble:

« CepBepbl ¢ apxutektypou Intel x86-64.

* BuptyanbHasa mawmnHa vController — 8 GB RAM, 8 vCPU, 100 GB Hard Disk.
* BuptyanbHas mawunHa vBlade — 8 GB RAM, 4 vCPU, 10GB Hard Disk.
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NMPEUMYLLECTBA

- BbicTpoe npoBeaeHne POC 3akasuuky, ’
xia

AO0Ka3aTb NnpenmmyecTBO Hal KOHKYPEHTaMM. <

« BlogxeTHoe pelleHne ans Tecta CUCTEM C
HebOoNbLUOK NPON3BOANTENTBHOCTLIO.

« Hebonblwune pacxogbl OPEX ¢ npmnBsisakon K
npoeKkTam.

» [lpoBepka rotoBHOCTU K Murpauun LIOA.

» TecTupoBaHue BUPTYyanbHbLIX YCTPOUCTB U
yacTHoro/rmbpuagHoro obnaka.

« OOy4yeHne 1 NpoBepKa roTOBHOCTU NepcoHana.
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MO YNPABJEHUSA:
BREAKINGPOINT

IXia



TOMOJNIONMN TECTUPOBAHWUA

[1O BreakingPoint Bocnpoun3BoanT pearbHble CETEBLIE YCIOBUS,
BKNtoYas Mmacwutadb n cogepxaHme Tpaduka, anst KOMninekCHOW
NPOBEPKU YCTPOUCTB N CEPBUCOB CETEBOW 3aLLMUTHI.

Client Side Simulation Device or Network Under Test Server Side Simulation Client-Side Simulation Only Server or Service Under Test
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BUObl CUMYNALUNN

 JlernTumHbIN Tpadouk

li BitBlaster [eHepaTop dppenmos Ethernet

ZZ Routing Robot [eHepaTop nakeToB |IPv4/6
S leHepaTop Tpadmka TCP/UDP

BocnpousseaeHne PCAP

S Ll C vy nsiTop knvenT-cepeep (2-arm)

-0 . . -
§:g ClientSimulation CumynaTop knuenta (1-arm)

* BpeaoHoCHbIN TpadouK

n

@B Security 36000+ ATtak

Stack Scrambler (Fuzzer) CDassep TCP/UDP

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 23

Layer 2

Layer 3
Layer 4
Layer 4
Layer 7

Layer 7

100+ cnocoboB obxoaa

da3zsep YPOBHS NMPUNOXKEHUN

IXia



TPA®UK PEAJIbHbLIX MPUNTOXEHUN U ATAK

&ﬁ » BcTpoeHHas bubnnorteka npodoumnen
@ oo @ e Pa3fnYHbIX CETEBLIX CEPBMNCOB M aTakK
L m, OJ19 MO4ENVUPOBaHNS JUHAMUYECKOW

Q npupoabl Tpaduka.

| W o;
\ L 73 &

g [

(@)

‘ag

 OBbHOBMEHNE KaXKable 2 Heaenu.

g '\g m'./ BreakingPoint 3.5.1:
<) | « * 36895 arak (malware 1 3KCnnonTbl)

oe :

« ¢ 3409 rotoBbix superflow
« ¢ 295 cepBUNCOB/NPOTOKOSOB

B 2015 rogy nob6aeneHo:

e ¢ 42 NpuUnoxeHus « ¢ 450 malware
» ¢ 143 superflows « ¢ EXemecsaYHble
System Under Test e o 549 5KCHITOUTOR oGHOBMNeHNsa ans

Evergreen Applications

e 250 boTHeTOB

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 24 IXIa




CUMYNALUSA MPUNOXEHUN (1/2)

Chat | Instant Messaging Authentication Email | Webmail
AIM6 DIAMETER IBM DB2 @mail.ru
AOL Instant Messenger RADIUS Accounting Informix AOL Webmail
Google Talk RADIUS Access Microsoft SQL e ma!
— s Soeae e
ICQ F e Oracle GMX Webmail
IRC Gopher PostgreSQL MSN Hotmail
Jabber HTTP SQLMON Microsoft Exchange (MAPI
MSN NNTP Sybase Exchange)
MSNP RS TDS IMAP
: nc
MSN Switchboard TF¥P TNS IMAPv4 Advanced
OSCAR WebD Distributed Computin Orange Webmail
OSCAR File Transfer 2lLil Citrix
QQ IM/ Live Web Application T Outlook Web Access
Windows Live Messenger Amazon - POP3
. , VMware VMotion
Winny Bing Search Rediffmail Webmail
Yahoo! Messenger eBay Enterprise Applications SMTP
- - Google Search DCE/RPC Endpoint Mapper ,
| Data Transfer / File Sharing | . !
Data Transfer / File Sharin Google MAP R e Yahoo! Mail
:\TePtBK)S Google Earth LPD Yahoo! Mail Classic
PayPal SALESFORCE | Financial |
NETBIOS DGM .
Okazi SAP FIX
NETBIOS NS .
Reddit WebApp FIXT
NETBIOS SSN Secure Data Transfer
Yahoo Search ITCH
NFS HTTPS
WebEx OUCH
RPCNFS Wikipedia Search SSH
e p Games |
BUBICIRS World of Warcraft
SMBv2 .
Xbox Live
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CUMYNALUSA MPUNOXEHUN (2/2)

| Mobile |l Social Networking |l RemoteAccess |
ActiveSync Facebook RDP
Apple iCloud Service Flickr REXEC
Apple iTunes Store Linkedin RFB
BlackBerry Services Twitter Rlogin
BBC iPlayer Wikipedia RSH
Fgcebook for I0S Devices Telnet
Fring

Google Play Store
Google Android Market
HTTP Mobile
KakaoTalk

S1AP

Tango

TuMe

TVUplayer

Viber

YouTube Mobile
WhatsApp

Testing and Measurement
Chargen

Daytime

Discard

Echo

OWAMP Control / Test
QOTD

TWAMP Control / Test

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. |

System/Network Admin

BGP

DNS

IDENT

IPFIX

IPMI v1.5

ISCSI

Finger

LDAP

Microsoft Update
NetFlow

NTP

PCP (Port Control Protocol)
Portmapper

RIP

RPC Bind / Mount
RemoteUsers
SNMP v1/v2

Sun RPC

Syslog

Time

26

Custom Applications

RAW

| Telephony and Cable TV
SMPP

MM1

TS 3GPP

TR-069

Appleduice

BitTorrent Peer / Tracker

eDonkey

Gnutella 0.6 (Firewalled and UDP)
Gnutella Leaf / Ultrapeer
PPLive/QQLive

BRI

SoapCast / SoulSeek

uTorrent

WinNY

Streaming Media

Pandora
Netflix

SCADA

IEC104 / Modbus

Voice | Video | Media

Ares

BICC

H.225.0

H.225 RAS

H.245

H.248

HTTP Live Streaming (HLS Apple)
MMS MM1

RTCP

NetFlix

RTP (bi/uni directional)
RTCP

RTSP

SCCP (Cisco Skinny)
Slingbox

SIP

Skype

Skype UDP Helper
STUN vi/iv2

Tango

TVants

YouTube

IXla




BREAKINGPOINT:
OCOBEHHOCTW

IXia



CTPYKTYPA NPO®PUNA TPADUKA

Application Profile

Browse Application Profiles

Collection of SuperFlows SUpQI’FlOW (GMaiI)
Select Application Profile
SuperEIow . S —
Collection of Individual Flows
# Protocol Client Server
1 ) DNS Client DNS Server
FIOW 2 Google Mail Client Google Mail Server
: - P=) i i
H H H Collection of Actions 3 Google Mail Client Google Accounts Server
Application Profile -
Name 4 ) Google Mail Client Gmail Attachment Server
e T Name et | Sesslons | o Bt | O oW | & By |
BreakingPoint Business User BreakingPoint HTTP Video 410 2 40.196 0.859 585745
BreakingPoint Cisco EMIX BreakingPoint HTTP Audio 50 2 4.902 0.105 585750 s
BreakingPoint Cloud Storage Protocols BreakingPoint HTTP Text 60 2 5.882 1.401 52573 Actions
BreakingPoint DDoS DNS Reflect - Attack BreakingPoint SIP/RTP Direct Voice Call (TCP Transport) 10 3 0.980 0.052 237315 # Action # Flow Source
BreakingPoint DDoS DNS Reflect - Zombie BreakingPoint SIP/RTP Direct Voice Call 10 3 0.980 0.052 236601 1 4 Resolve 1 DNS client
BreakingPoint DNS Cache Poisoning BreakingPoint SMTP Email 100 2 9.804 6.100 20130 2 4 AcceptTLs 2 Google Mail sorver
BreakingPoint DSL User BreakingPoint AOL Instant Messenger 30 1 2.941 2.785 13226 3 4 StartTis 2 Google Mail client
BreakingPoint Empty Brealdngpofnt DCERPC 20 1 1.961 38.612 636 4 4 Sign into Gmail 2 Google Mail client
BreakingPoint Enterprise BreakingPoint SMB NULL Session 20 2 1:961 9,788 2309 5 # Response to Gmall Signin 2 Google Mail server
i - BreakingPoint SMB Client File Download 50 2 4.902 2.353 26094 6 4 Resolve 1 DNS client
eaki int Enterprise Datacenter

TR ERL BreakingPoint NFS 30 3 2.941 1035 355

BreakingPoint EthernetIP 3 7 § Accept TLS 3 Google Mail server
BreakingPoint PostgreSQL 40 2 3.922 13.530 3630 ; ;

BreakingPoint European Wireless Carrier Daytime 2010 BreakingPoint RTSP 30 3 2.041 4207 8756 8 "y StartTls 3 Google Mail client
BreakingPoint European Wireless Carrier Daytime with iPhone 2010 BrealdngPoInt SSH 10 1 0.980 2.183 5625 3 4 Gmail Service Login Auth... 3 Google Mall client
BreakingPoint European Wireless Carrier Weekday 2010 BreakingPoint FTP 50 5 4.902 5.027 12213 S I S e Scope i gener

§ : ) . : 11 © 4 Request the GMAIL favico... 2 Google Mail client
BreakingPoint European Wireless Carrier Weeknight 2010 BreakingPoint Google Mail-English 100 4 9.804 2.588 47450
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COOEPXAHWE UMEET SHAYEHWE!

Mpumep#1. PeanbHbIM NPOKCK.
CuHTETNYECKNIN TPpadOMK OAET HEBEPHYIO
OLEHKY NPOn3BOANTENBHOCTN.

Max Bandwidth (Mbps)
Realistic Data
Fake Data m
260 360 460 560 660 760
CPU Load (%)

Realistic Data
Fake Data

T I I I I 1

50 60 70 80 90 100

HTTP transactions / sec

Realistic Data
Fake Data
80000 85000 90000 95000 100000
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Mpumep#2. NGN-danpson ¢ IPS.
CTaTu4yHOe codepXaHue onpeaerieHHoro Buaa MoxeT
ObITb MHTEPNPETMPOBAHO Kak ornacHoe.

Max Bandwidth (Mbps)

Fake (0123..)

Fake (0000..)

200 300 400 500 600 700
CPU Load (%)

Fake (1234..)
Fake (0000..)

I T T T T I

50 60 70 80 90 100

HTTP payload with all ‘0000s’ vs ‘012345..9’
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PEAJIbHOE COOEPXAHWE (1/2)

CopeprkaHne ceccmn BIUSET Ha
NPON3BOAUTESNIBHOCTb CUCTEM.

* [eHepauunsa oCMbICIIEHHOro TeKCTa
(uenn Mapkosa).

 [logoepxka cnoBapen, nogcTaHOBKa
3Ha4YeHUn B cUeHapumn.

« [InHamunyeckaa reHepaumsa dpannos.

« MHorosisblkoBasi nogaepxka (ecrb
PYCCKUN).
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RCPT TO: <recipient@example.com>
250 2.1.5 <recipient@example.com>
DATA . . Random A False
354 start mail input; end with <CRLF>.<CRLF>

To: <recipient@example.com>

Received: qmail 1486 by uid 2514; wed oct 06 14:25:3

age Data
9 —
Wl Follow TCP Stream = -
~Stream Content guad Custom
250-ENHANCEDSTATUSCODES om D markov-ab-i-sc-combined. txt
250-BINARYMIME
250-CHUNKING p O
250-VRFY
250-TLS ge Wordco 200
250-STARTTLS
250-X-EXPS GSSAPI NTLM LOGIN OTUC 400
250-X-EXPS=LOGIN
250-AUTH GSSAPI NTLM LOGIN ord bomb, subway
250-AUTH=LOGIN
250-X-LINK2STATE ord b false
250-XEXCH50
250 OK
MAIL FROM: <sender@example.com>
250 2.1.0 <sender@example.com>....Sender OK - 01SlaveToTheBlues.mp3

Messa?e-ID: <x1uTjS9wwu8SwpPh@example. com>
X-Mailer: Mmicrosoft outlook Express 6.00.2800.1158
pate: Thu Mar 24 10:33:27 -0500 2011

Ssubject: , was in many ways one of the scaliest
From: <sender@example.com>

arms! He unclosed his eyes and saw again the water be’lov{ subwaZI He reflected awhile,
u ost,

bbing his nose and cheeks would be on]x touched by the fr Che fire mastered it, and
all was cold and dark. Try as he would, he could keep his naked feet warm by the fire, snapping
and crackling and promising life with every dancing flame. This process continued, spreading out
and involving the whole tree. He gave a huge howl of joy, and knocked the dog down with a heavy
coffee-pot 1aid him upon the floor. It meant life, and it had inherited the knowledge. Each time
he had pulled a twig he had communicated a slight agitation to the tree--an imperceptible
agitation, so far as he was concerned, but an agitation sufficient to bring about the disaster.
The exposed fingers were quickly ?oing numb again. They hid pools of water under the snow and
cuddle its warmth away from the place where he had been a long time under water; he was now
merely the fierx heart, without material substance, he swung through unthinkable arcs of
oscillation, 1ike a diagram in a lesson in perspective. It is now dry and would burn Tike tow.

250 2.6.0 <FESFSEF> Queued mail for delivery
QUIT
221 2.0.0 service closing transmission channel

Entire conversation (2148 bytes) B ) ASCIl ©) EBCDIC ) HexDump ©) CArrays @ Raw

m

-

MapkoB B email ¢ knto4eBbiM crioBoM target.
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PEAJIbHOE COOEPXAHWE (2/2)

I noticed it first that night he came to see me, with a what-d'-you-call-it of
diamonds in it. Stout work! I'm going to chuck a future like this for anything
under five hundred o' goblins a year--what?*I know it came somewhere between
the first of January and the thirty-first of December. It was one of the artists. As
a lad who has always rolled tolerably free in the right stuff, I've had lots of
experience of the second class. Fortunately, he seemed to be brooding about
something--and I'm with him--is a corker. Then we parted with what I believe
are called mutual expressions of goodwill, the Birdsburg chappie extending a
cordial invitation to us all to pop out some day and take a look at the new water-
supply system. Precisely, sir.”’I should be wanting to go back to England, and 1
didn't wonder at his wanting to be pretty busy.Yes, sir. Reggie, he said. You were
in the dining-room, the biggest feat since Daniel and the lions' den, without a
quiver.“Jeeves, this is getting a bit too thick if he was paid to do it by the
nation.”’And what with brooding on this prospect, and sitting up in bed and spilt
the tea.

ut I couldn't get rid of the feeling that, sooner or later, I should inform her ladyship that his lordship would be her
lyship's son. Hold the line.*“The days down on Long Island have forty-eight hours in them; you can't get out of
t--really finished?”Which was an instance of the irony of fate, Bertie, I want you to suggest some way by which Mr.Do you
wish me to accompany you, sir. We had a great time I say, I take it that Mr. I jumped backward with a loud yell of
uish, and tumbled out into the hall just as Jeeves came out of his lair.Why interfere with life's morning? If I had half
eeves's brain, I should be grateful if you would explain. I didn't do anything of the kind.

HTML+Mapkos
+Random CSS
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What do you call a grizzly bear
with no teeth?

A gummy bear
Hmmm, no idea?
Hahahaha

Thanks, that should do it.

no problem

just found out my friend got a
baby

maybe i should hang out on FB
more often

Mapkos + Yart
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AWHAMUWYHBIE CUMYITALUNU

Applications (npoTtokonbl) 1 actions
(oencrteusi) MoryT ObITb NocrenoBaTesfibHO
CBA3aHbl U HACTPOEHbI A9 CUMYynALnn
OVHAMUNYHOIO OKPYXXEHUA.

#1 Conditional requests in applications

#  Action Value
1 7 4 Resolve

2 7 4 Client connect

3 7 4 Server connected

4 44 it

Transaction Flag Continue
Wait for Success true
Match 220.%\r\n

Conditional Requests (3anpocekl ¢ ycriosmem). R e
T dict
Dictionary commands (nons na cnosaps/
danna). i Dores 2 45 Add Dsonary
Add Username/Domain Dictionaries Dictionary Type Flow

Raw commands (npoun3BosibHble KOMaHAbI).

Dictionary ID 0

Dictionary Custom Del...

#2 Dictionary commands lets you | o_scciona_ry Fie usermame sttt

insert user specified values

14 7 4 Raw Message
15 4 4 Raw Message

Transaction Flag

#3 Raw actions Ie_t you craft your See Losey Fg
own command within an application. string

Disable Newline
Filename

GQF W 1 DNS
L2l i 2 Facebook
Continue (2@
False (D6
FezL?)
false (D6
flamepost /M@
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KACTOMUSALUA

Ecnu He xBaTaeT dyHKUMOHana “n3 Kopoodku”

BKMIOYEHO B CTaHAAPTHYIO NULEH3MIO: |
« BocnpousBeneHue Tpaduka ns paHee s s s e 200 e e

<dblock type="ascii">CSeq: 1\ri\n</dblock:>
3aXBaL|eH Horo . <dblock type="ascii">Accept: application/sdpi\rin</dblock:>

<dhlock type="ascii">Bandwidth: 354000%rin</dblock>

<dblock type="ascii">Accept-Language: nl-NL\rin</dblock>

* Raw — co3flaHne CODCTBEHHbIX COODLLEHUM oo e ety i 603 v e e
BHYTpM NpOTOKONa. T

<sServer:>
<dblock type="ascii">RTSP/1.0 200 OK\rin</dblock>
° 3 I <dblock type="ascii">Server: QTSS/6.0.3 (Build/526.3; Platforn/
arpy3Ka CBOMX ma Ware' <dblock type="ascii">Cseq: 1\rin</dblock>
<dblock type="ascii">Last-Modified: Sat, 17 May 2008 10:39:24 G
<dhlock type="ascii">Cache-Control: must-revalidate\rin</dblock
<dblock type="ascii">Content-length: 1263\rin</dblock>
<dblock type="ascii">Date: Thu, 12 Nov 2009 10:04:24 GHT\rin</d
. . . <dblock type="ascii">Expires: Thu, 12 Nov 2009 10:04:24 GMT\r\n
Custom Appllcatlon TOOIkIt (OI‘IL"Mﬂ)' <dbhlock type="ascii">Content-Type: application/sdp\rin</dblock>
" <dblock type="ascii">x-Accept-Retransmit: our-retransmitirin</d
<dblock type="ascii">x-Accept-Dynamic-Rate: 1\rin</dblock>
. <dbhlock type="ascii">Content-Base: rtsp://10.0.0.3/sample 300kh
¢ CBOM npOTOKon bl I/I exp|0|t. <dhlock type="ascii">\r\n</dblock> -
<dblock type="ascii">v=0\rin</dblock>
<dblock type="ascii">o=S5treamingServer 3467009064 1211020764000
o XM L_ 6 R by <dblock type="ascii">s=/sample 300kbit.mp4)rin</dblock>
LIJa nOHbI, BCTaBKM Ha u - <dblock type="ascii">u=http:///\rin</dblock>
<dhlock type="ascii"re=adwinBh\rin</dblock>

* JTtobble TpaH3akumu nosepx TCP n UDP. D e O U O A
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FTEHEPALNA ATAK DDOS

* [lopoepxka stateless,
stateful TCP/UDP u aTtak

DDoS ypoBHS NpUNOXEHNN.

« Co3gaHne Mukca
NerMTMMHOro Tpaduka u
Tpadumka DDoS.

* [oTOBbIE LWABNOHLI aTak.
 [logaeprkka reonokauun.
 MowHoOCTb.

 Co3pnaHune cBOUX aTak.
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Environment
Lab Topology
Source Port Port
| U
-
‘

This network simulates 2 aroup of client
endpoints and a group of servers. In order to
communicate to each other the hosts can go
through 2 network inline device like a router or a
transparent device that serves as the device
under test.

Network details:

Two physical test interfaces are used to host the
simulated clients and the servers respectively,
which will be logically sitting behind virtual

‘ Background Traffic
Attack Traffic

Test Status Export Import

Source Port Destination Port

IP Address: Mask: IP Address: Mask:
81.128.0.1 24 81.128.0.2 24
Gateway: Gateway:

81.128.0.2 81.128.0.1

Map

F - o - - i '
2 ({\’ﬂ \;}\/'\J'\-\/A g \\j )
& - S e

AN —~—

Timeline

20 40 60

Reset Defaults

80 100 120 140
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LUABJIOHbI DDOS-ATAK

Layer 3 IP /ICMP

v'DDoS IP Frag Attack

v'DDoS ICMP Request Flood Attack
v'DDoS ICMP Response Flood Attack

Layer 4 UDP

v'LOIC UDP53 DoS Attack
v'DDoS UDP Fragmentation
v'DDoS Non-Spoofed UDP Flood
v'DDoS UDP Flood

Layer 4 TCP

v'DDoS SYN Flood

v'DDoS PSH-ACK Attack
v'DDoS Fake Session Attack
v'DDOS SYN-ACK Flood Attack
v'DDoS Rcv Wnd Size 0
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Layer 7 Apps

v'DDoS DNS Reflect - Attack
v'DDoS DNS Reflect - Zombie
v'LOIC HTTP DoS Attack
v'DDoS SIP Invite Flood
v'DDoS Redirect

v'DDoS DNS Flood

v'DDoS Excessive GET POST
v'DDoS Slow POST

v'DDoS Recursive GET

Unique

v'DDoS SlowLoris

v'DDoS Smurf Attack

v'DDoS TDL4 CC HTTP Flood
v'MultiVERB DDoS

v'RUDY DDoS

v'LOIC TCP8080 DoS Attack

IXia




CUMYNALNA BOTNET-CETEWN

Zombie
Computer
Simulation
C&C
322::: Server Security Secu-rity
Simulation Simulation DeVice Device
- I ~ [ S
i el - -
Security
v TDL4 Device
v Duqu
v’ ZeroAccess
v' Evil
v' PushDO
v TDW
v Zeus : : : Ixia BreakingPoint
v' Kactomunsauusa B Application Editor Test Equipment
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Target Server
Simulation
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HEKOPPEKTHbIN TPA®UK

BcTpoeHHbIN pa33ep NPOTOKOSOB:
 [lpoBepaeT yCTONYMBOCTL CTEKA MPOTOKOMAa HEKOPPEKTHLIMW OAaHHbLIMM.
* [eHepupyeT OLINOKM B JaHHbLIX 3a CHET MoanduKaLuin 3arofioBKOB B MNaKeTax.

Bad IPv4 Fragment Offset

Fuzzing a single HTTP Get request flow could
surpass 100,000 requests at runtime.

Bad IP Protocol

Original: GET/HTTP/1.1 B e
TEG / HTTP/1 1 Maximum number of simultaneous corrupti... 1
Bad Ethernet Type 0
{{{{/ HTTP/1 1 Bad IP Version 0
GET "THTTP/1 A1 Bad IPv4 TTL or Bad IPv6 Hop Limit 0
GET / %n%n%n%n Bad IPv4 Header Length 0
Bad IP Differentiated Services Field (TOS) 0
GET / 1. 1/PTTH Bad IPv4 or IPv6 Total Length 0
GET / HTTP%n%n%n%n1.1 e e (] O
0
0
0

Bad IPv4 Checksum

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 37 IXIa




CETEBOU YPOBEHb

° SMyJ'IFlLI,I/IFI dKTUBHOCTWM KITMEHTOB ADD NEW ELEMENT BXPAND ALL | COLLAPSEALL

IP Infrastructure » / Interface N
I—I O Be pX " IP Configuration VLAN
Endpoint IPv4 DHCP Server
ADD NEW ELEMENT EXPAND ALL | COLLAPSE ALL
LTE e ———
O D H C PV4/6 . ) IPVe DHCF Senver IP Infrastructure
Mobile Configuration |Pv4 Router :
. a oo Pyt Roster IP Configuration » Untagged Virtual Interface
. ndpoin > |Pv4 External Hosts
@) VLAN (802 1 Q, QInQ) IPv6 Router s " r
. . 1500 DSLite B LTE IPv6 External Hosts
o Virtual Router instances et Mabte Confiuraon > | 1pus statcHosts
__ IPV6 Hosts
o GTPv1/v2 . IPv4 DHCP Hosts

6RD Customer Edge Routers

User Equipment

 [oToBHOCTbL K Nepexoay Ha IPve: 1 —
o DS-Lite, 6rd e O = | T

S T " IPv6 Core Network ~ = |

- o \ | =
o DHCP-PD B4 N . >
o SLAAC E DS-Lite Public Servers (IPv4)

S~

IPv4 Hosts
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TECTUPOBAHMUE IPSEC

Branch Office

‘ ‘T“ Headquarters
SESE G

o

—*s*—_ Site-to-Site IPsec y

7 ‘_;_.‘:’h v 2 "
‘—EZ— — b - - e e s
IPsec VPN Gw (( g el :» -
\"—':' ‘— - \ N R e e S - Gl
o t %
’ N
. ¢~ RemoteAccess IPsec IPsec VPN Gw g
Road Warrior” ‘

\

-~

IPsec VPN Client

amynaums IPsec un Tpaduka nosepx:

o Site to Site n Remote Access.

o [eHepauua Tpaduka NpUNoXKeEHUN N aTak.
o ®a33ep noBepx Ipsec.
O

YHuBepcanbHoe pelleHne ana tectuposaHua goanpseonos, UTM u gpyrux
NHTErpUpOBaHHbIX PeLleHnn CeTEBON 3aLUUTLI.
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oMynAauunAa TPA®PUKA MOBUJIBHOTIO OMNMEPATOPA

3 MAH GTP- TyHHenel/UE. _GlemSideflmuigton
[1o 26 rurabut TpaduKa

NoNb30BaTeNEWN.

o 4000 eNodeB.
Cumynayma Ha
nHTepdemncax S1-U/S1-
MME/SW11/S5/S8/SGi.

Internet Side Simulation

Ixia BreakingPoint
Test Equipment
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FTOTOBbIE METOOUKW

BbICTPbIN CTApT, COKpalleHne BpeMeHun Ha pa3paboTKy MeToa0normnn

Network Intrusion Prevention System (IPS), Test
Methodology v.7.2

UDP Raw Performance and Latency
Maximum Capacity (Per-Second)
Maximum Capacity

Maximum HTTP Capacity
Real-World Traffic Mix Performance
Protocol Fuzzing and Mutation

Next Generation Firewall, Test Methodology v.6
Simple and Complex Policies
Denial of Service, Evasion and Exploits
Raw Performance with UDP and Latency Testing
Maximum Capacity (Per Second) Testing
Maximum HTTP Capacity Testing
Real-World Traffic Mix Performance
Stability and Security - Attack Leakage
Protocol Fuzzing and Mutation
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BreakingPoint Systems - 10.1.2.102

Control Center  Test

(*) Resiliency Score

Managers

Switch

Router

Firewall

Load Balancer

Praxy

Intrusion Prevension System (PS)
Unified Threat Management (UTMV)

Help

DUT Address:192,168.50.1
Network:192.168.50.024

Reserve Ports
Lhoose Your Ports.

Device Capacity
1 Gigabit

Testing Catagories

. Quick ¥ Throughput
Full v Sessions
v Robusiness

Vi Security

»rrr

A

Interface 1 4 444 4

FIREWALL

A device which connects multiple layer 3 networks and appiies a securily policy fo Yafic passing through. The

tome> Test Labs

vaH

{ Gateway:192.168.50.2 .
Network:192.168.50.0/2 444 4444
Min:192.168.50.3
192.168.50.254 A dddd 44 ddd

DUT Address:192.168.51.1
Network:192.168.51.024
Gateway:192.168.512

Network:10.0.0.0/8
Min:10.0.0.1
Max:10.255.255.254

device wilf be rested based on irs

packet and profocol cormuplion. Two interfaces on te firewall will be used in this test with no NAT.

alfowed traffic and its ab ity to wihstand




NMPOYUNE OCOBEHHOCTWH

 [logoepxnBaetca Ha Pmn3nyeckon 1 BUpTyanbHbIX natdpopmax.
* He Tpebyet nuctannaumm NO Ha knneHTa — nHtepdenc HTLMS.
 MnHumym onunn, B NULLEH3UIO BKITHOYEHO BCE.

« ABTomaTtunsaumsa yepes REST APl n TCL API.

* MNopgpepxka TACACSH.

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 42 IXIa




NO BREAKINGPOINT:
TUMNOBbLIE CLUEHAPUI

NCIMOJIb3OBAHUA

IXia



#1: BbIBOP NOCTABLUUKA

4 n3BecTHbIX nocTtaBLwumka IPS

10 GigE Internet
Client Side IPS/IDS Server Side

10 GigE@ 10 GigE

100,000 Clients 100,000 Servers

10 GigE 10 GigE
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#1: NMNNAH TECTUPOBAHUA

* [lpon3BoanTENbHOCTbL HA NEMMTUMHOM TPadUKeE:
« L3 Maximum Packet Forwarding for Different Packet Size
L4 Maximum TCP/SEC, TCP OPEN and TCP Bandwidth
L7 Maximum HTTP/SEC and Mix of Application Protocols

 OPPEKTUBHOCTb HA HENENMTUMHOM TpaduKe.

e KoMMMeKCHbIN TECT Ha NETMTUMHOM N HENMETMTUMHOM TpadUKe.

ERVED. | 45 iXia




#1: L3 UDP STATELESS TRAFFIC

PesynbTaTthl TecTa

64 Bytes 1.7 Gbps 2.8 Gbps 0.45 Gbps 1.1 Gbps
512 Bytes 4.8 Gbps 9.3 Gbps 3.3 Gbps 4.2 Gbps
1518 Bytes 16 Gbps 9 Gbps 10 Gbps 5.3 Gbps
4096 Bytes NA 19.8 Gbps NA NA

Latency [uSec] 34 uSec 31 uSec 250 uSec 150 uSec

JNyywine pesynesratel — BeHgop 2 v BeHgop 1
Xyawwme pesynstatel — Bengop 3 n BeHgop 4
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#1: L4 AND L7 — TCP AND HTTP

PesynbTaTthl TecTa

TCP RATE 40,000 750,000 90,000 250,000
TCP OPEN 2,000,000 5,000,000 3,983,786 6,000,000
TCP BANDWIDTH 6.5 Gbps 10 Gbps 5.5 Gbps 6 Gbps
| TestScenario
HTTP RATE 25,000 140,135 18,000 75,000
HTTP OPEN 800,000 3,000,000 1,790,000 4,200,000
HTTP BANDWIDTH 3.1 Gbps 10 Gbps 5.1 Gbps 6.35 Gbps

JNTyywne pesynesratel — BeHaop 2 n BeHpop 4
Xyowme pesynstatel — BeHgop 1 n BeHgop 3
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#1: SECURITY TEST FOR MALICIOUS TRAFFIC

PesynbTaTthl TecTa

SESSION RATE 7376 53594 24924 30,000
SESSIONS OPEN 16469 21251 18877 108,000
BANDWIDTH 0.58 Gbps 3.8 Gbps 1.3 Gbps 2.6 Gbps

INTyywne pesynsratel — BeHgop 2 n BeHpop 4
Xyawwue pesynstatel — Bengop 1 v Bengop 3
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#1: SECURITY TEST FOR MALICIOUS TRAFFIC

PesynbTaTthl TecTa

444 ATTACKS SEED 1
444 ATTACKS SEED 1000 99 228 68 311

JNTyywne pesynesratel — Bengop 1 v Benoop 3
Xygowmne pesynsratel — BeHgop 2 n BeHpgop 4
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#1: L7 — MIX OF GOOD AND MALICIOUS TRAFFIC

PesynbTaTthl TecTa

SESSION RATE 4,300 50,000 16,500 30,000
SESSIONS OPEN 110,000 40,000 108,000 88,000
BANDWIDTH 0.35 Gbps 4.1 Gbps 1.3 Gbps 2.6 Gbps
444 SEND ATTACKS 20 208 42 192
PRICE © © © ©

BeHpgop 2 ny4ywimnin no Npon3BoaANTENbHOCTM, HO XyALINK MO 6e30MacHOCTH.
BeHpgop 1 ny4wmin no 6€3onacHOCTH, HO XyALUUK NO NMPOU3BOANTESNTbHOCTH.
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#2: TECTUPOBAHWUE CUCTEM OBHAPYXEHWUA YTEYEK

e [eHepauuns MOLLHOro NoToka

pearnbHOro Tpaduka c

nogmMeLnBaHMNEM KITHOHEBDLIX

CJ10B.

« Kaxable X cekyHa nnn Y
NOTOKOB.

e [leTanbHble OTYETLI MO
KaXkOoMy CoObITuIO.
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Environment Target1 [V Active

Super Flow | BreakingPoint Google Browse (®) Every

Type lCreditCardNumher _V‘ (=)
F Seconds

Hours Minutes

Device Under Test lBreakingPoint Default ‘ Browse

Network Neighborhood [ BreakingPoint Switching ‘ Browse

Background Traffic l BreakingPoint Enterprise ‘ Browse

Flows Per Second |11000 ‘

@] Every

flows

Concurrent Flows l 10,000 ‘

Data Rate l 200 ‘

megabits per second

iiiiiiii

Import Test Export Test

IXia




#3: TECTI/IPOBAHI/IE COPM

(
1
|
|
| BN IS R S — —

I-II1 -~ 3anpoc

Touka agemapkaumm HI1e  HIZ A HI3 & HI2 - lNepexsar
HI3 - KoHTeHT

r-—-—-———-—-———-—-———- B S — W — N — N — N — W —— — . —

Oneparop cBA3M
Arperarop

(
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#4: KWBEPNOJIMITOH, TPEHNPOBKA N NMPOBEPKA

Data Retention Data Retention

Green Team !
Simulation | ) Network Application Infrastructure
; Infrastructure Simulation
: | TAP' ) <
------- S ! \ () -

Red Team
Simulation
“‘ Blue Team

Data Retention lX'a

Ixia BreakingPoint
© 2016 IXIAAND/OR IT Test Equipment
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 |IPERF nokasbiBaet
NnpeKpacHble
pes3ynbraThl.

* [lpun paboTe B
pearnibHON ceTun
OTKIo4aeTcd yepes
OBE MUHYTHI.
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) JPerf 2.0.2 - Network performance measurement graphical tool
Iperf command: binfiperf.exe < 10.10.5.111 P 14 1 p 5001 -fk -t 10
@, Run Perfl
Choose iPerf Mode: @ Gient Server address 10.10.5.111 Port 5,001
Parallel Streams 1is >y

Print MSS

Transport layer options
Choose the protocol to use
@ TCP
Buffer Length

TCP Window Size

TCP No Delay

uDpP

IP layer options

54

(%] -

Tue, 17 Nov 2015 00:43:50

1 5
Time (sec)

#156: [470959.00KBits/s]

utput
. U - - - -
§ e 4
- .
ac
apc
6 - sec ts/sec
Save Clear now Clear Output on each Iperf Run
- -



#5: MNAH TECTUPOBAHUA

1. lNponsBoguTenbHOCTL Ha pasHbiX Npodounsax Tpaduka L7:
« HTTPR,

* Enterprise MIX.

2. [NlpoBepka mexaHn3amoB 0OpaboTKN CeCCUN:
« CkopocTb 0b6paboTkm ceccun,
« Konnyectso oQHOBPEMEHHbLIX CECCUMN.

TecT ycnellueH, ecnn TpaduK XoauT S MUHYT.
[TpoBepsem ¢ nomoulbto IXIA BreakingPoint Virtual Edition.
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#5: HTTP TPA®UK NMOKA3AJI MPEKPACHbIU PE3YJIbTAT

[MTponssoguTenbHocTb Ao 1 [out/c

Megabits/s

1,000 -
950! MNANANAL VA ANAAVAN o AV AV /]
900 -
850 -
800
750 -
700 -
650
600 -
550 -
500
450 -
400
350 4
300 4
250 -
200 4
150
100 -

50 -

Megabits/s

0 25 50 75 100 125 150 175 200 225 250 275 300 32

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 56 IXIa




#5: HA ENTERPRISE MIX YCTPOUCTBO OTKA3ANO

20 cekyHa paboThbl NPUBENM K MOSTHOMY OTKa3y YCTPOUCTBA

Megabits/s

70 -
65 -
60 -
55 -
50 -
45 -
40-

35

Megabits/s

30-

25 1

20
15-
10+

S 4 ~

0 ¥ ' r r r T
0 5 10 15 20 25 30 35 40 45 50 55 t
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#5: NLWEM NMPUYUHY — CKOPOCTb OBPABOTKU CECCUM

2500 ceccuun B cekyHOYy — YCTPOUCTBO YMUpPAET vyepe3 27 CeKyHa
TCP Sessions/s

0 S 10 15 20 25 30 35 40 45 S0 S5 60 65
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#5: NLWEM NMPUYUHY — CKOPOCTb OBPABOTKU CECCUM

825 ceccun B cekyHOAY — yCTpoucTtBo ymunpaet Yyepes 80 cekyH

825.0 -
750.0 -
675.0 -
600.0 -
525.0

2 450.0-
375.0 -

o

= 300.0-
225.0 -
150.0 -

75.0 1

TCP Sessions/s

0.0
0
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30 40 S0 60 70

\

T

100

110
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#5: NLWEM NMPUYUHY — CKOPOCTb OBPABOTKU CECCUM

400 ceccuin B cekyHOy — YCTPOUCTBO NPOXoaUT TecCT

TCP Sessions/s

400 1

0 25 S0 75 100 125 150 175 200 225 250 275 300
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#5: MLLEM NMPUYNHY

[Mpepen 63 500 ogHOBPEMEHHBLIX CeECCUI

TCP Sessions

110,000 -
100,000 -
90,000 -
80,000 -

70,000 -

60,000 -
50,000 -

TCP Sessions

40,000 -
30,000 -
20,000 -
10,000 -

0 25 S0 75 100 125 150 175 200 225
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#5: MLLEM NPUYUHY — OBLWEE YACIIO CECCUWN NPU OTKASE

Bo Bcex He NponaEHHbIX TecTax bbIN1o 63 500 OTKPbLITBIX + 3aKPbITbIX CECCUIN

TCP Sessions TCP Sessions
raast 70,000 -
82,500 65,000 -
75,000 - 60,000 -
67,500 - 55,000 -
50,000 -
60,000 )
4 45,000 -
52,500 7 /
§ 4 § 40,000 - /
§ 45,000 - // § 35,000 - '
& 37.500 / Q. 30,000 V4
= E = 25,000 -
30,000 - 4 )
20,000 -
S 15,000 -
15,000 - 10,000 -
7,3001 5,000 -
o0 +—=== = = - — v v - v . ’ . 0+ > . v ‘
0 S 10 15 20 25 30 35 40 45 S0 55 60 65 0 10 20 30 40 50 60 70 80 9 100 110

2500 ceccuu B cekyHay 825 ceccumn B cekyHOy
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#5: BbiBO[Obl

* HecMOTps Ha BbICOKYH MPOMNYCKHY CNOCODOHOCTbL, YCTPOMUCTBO
He MOXET CrpaBUTLCS C HEDOMbLLOW pearibHOW Harpy3Kou.

 HecmoTps Ha To, 4YTO 3TO ObIN PoyTep (no 3asaBneHuto BeHaopa),
OH paboTtan Ha ypoBHe 4.

e OcHOBHOM BbIBOA TECTA — YCTPOUCTBO HE IOTOBO K
MCMOJSIb30BaHMIO B paboyen ceTu.

* [lpuumHoun okasancsa 6ar o4NCTKN ceccun BHYTpU YCTPOUCTBA.
Ero oo cux nop He yCcTpaHwunu...
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