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PEAJIbHOCTb KOMNAHUUN-PA3SPABOTHYUKA
Pas3nunyHbie mogenn pa3paboTku — ognHakoBble npobnemsl

OrpaHnyeHHbIN
OrookeT

Paspabotynkam
Ha[o XOaTb
ocBobOOXKAEHUA
reHeparopa

BeyHbIn nouck
CnoXxHo
OrpaHn4YeHHOCTb noaxoaaLmx
BOCMNPON3BECTU
TECTOB n0O6MEMbY OecnnaTHbIX
P WHCTPYMEHTOB
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PE3YJIbTAT - NMINOXAA QPDPEKTUBHOCTDb

* brogXxeT HanaeH No3aHO, a No34HO
HangeHHbIe barn o4eHb JOPOro UCNpaeBnsThb.

* barn o6bI4HO CrNOXHO aHaNM3NpPoBaTb
NHCTPYMEHTaMU, OPUEHTUPOBAHHbIMU Ha QA.

9.5 Billi
$ 5 ° 5 I I O n Annual Cost of Bugs to U.S. Economy

EARLY DISCOVERY SAVES MONEY

Data from NIST and Ponemon Institute

1$7,600

$960/defect :/defect
$80/defect $240/defect

DEVELOPMENT BUILD QA/TEST PRODUCTION

©2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 4 IXIa




YTO, ECJIN Bbl Mbl CMOTJIMN...

* ygeriu4ums aghgpeKkmueHoCcme?
Ilerkoe pelueHne, oOCTYNHOE BCEM.
HaxoouTtb Oaru paHblLue.
PaccnenoBartb npobnemsbl bbicTpee.

PagoBatbcs 6orateiM BO3MOXHOCTSAM reHeparopa Tpadouka.
Hukakoro gopororo xenesa.

« 0amb owyuwieHue paspabomyukam, 4mo OHU Yacme
coobwecmea?

[TpsiMon KaHan O4nsa OT3bIBOB.

[Mpo3payHbiv roadmap, Ha KOTOPbIN Bbl MOXETE MOBMNUATD.
BHecuTe cBoun Bknaa!
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HO ECTb XXE BECIMNJNIATHbBIE MHCTPYMEHTDbI

300pOBO, €CNN OHWN PaboTatoT, HO...

« OrpaHn4yeHHas nogaepXxka unm ee
OTCYTCTBME.

» OrpaHnyeHHast PyHKLMOHASIbHOCTb.
* Penkne obHoBneHus.

« HacTto TpebyeTcsa nepecobpaTb U
aganTupoBaTh.

C:\Windows\System32\cmd.exe - server.bat

Sl t@bt: /pentest/sniffers/tcpreplay =
File Edit View Terminal Help

on TCP port 5001
1.80 MByte
[18681 local 192.168.2.1 port 5801 connected with 192.168.2.280 port 53925
[ ID] Interval Transfer Bandwidth
[1868]1 ©.8- 5 6 MBytes 631 Mbi
[18681 .8-18. MBytes
[18681 .8-15. MBytes
[18681 .8-208. MBytes
[18681 .8-25. MBytes
[18681 MBytes
[18681 MBytes
[18681 MBytes
[18681 MBytes
[18681 MBytes
[18681] MBytes
[18681 MBytes
[18681 MBytes
[18681 6 MBytes
MBytes
MBytes

.0
]
]
]
]

.8

-8

.8

.8

.0

.8

.0

.8

-8

.8

.8

NONONNONNO000O000
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NMPEOCTABJIIAEM IXIA DEVELOPER!

Jlerkuin TecToBbI MIHCTPYMEHT pa3paboTymka, KOTOPbIN CTaHET
He3aMeHMMOW YacCTbH XXU3HEHHOIo LMKNa.

& 10.200.105.107

» [eHepauunsa peanncTnyHoro Tpaduka
NPUNOXEHUN C NOAMELLMBAHUEM aTaK.

TRAFFIC

« CneunarnbHble PYyHKUNK Ans pa3padboTyYMKOB:
oTnag4uk, breakpoints, 3axsar.

£2 SECURITY TRAFFIC 2

* iIMeHHasa nuueH3uns.

(9 cuewrsioesteices ]
==

NETWORK

* BbICTPbIV UKWKIT PENnN30B.

» BCTpOEHHbIM MEXaHN3M 0DpaTHON CBS3M.
« KnaccHbin HTML Ul n knaccunyeckumn CLI.
» Paclunpsaertca nnarmHamu.

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 7 IXIa




PA3SBOPAYUBAHWE IXIA DEVELOPER

» Jlerkoe BupTyanbHoOe pelleHune:
— ogHa VM (<1GB),
— He Hago pasBopadmBaTb NOPTHI,

— BMUCbIBAETCS B TUNOBOE OKPYXXEHUE
pa3paboTyumka.

* BbbICTpO pa3BopaymBaeTcs:
— MeHee 2 MUHYT

* Online-aBTOpPU3auung. VHiere £

oo : ixia




CXEMA B3AMMOOENUCTBUA

Linux Workstation with KVM

Web
browser
or CLI

N (3p]
< e
2 £
2
A K
§ ©
=)
k= E
> >

TecT BHYyTpU BUpPTYyarnbHOM cpeqbl
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Linux Workstation with KVM

vswitch 2
vswitch 3

-
e
G
=
=
7
>

TecT onsmyeckoro ycTtpomcrea

IXla




B3AUMOOAEUCTBUE C COOBLUECTBOM

IXla Developer
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5% X Nightfury Project Scope - ...

> DASHBOARD

FEATURE ROADMAP

2015-05-11

®

& Dashboard

m

2015-08-08

(1) ()

Version 1.0.0.1505 currently installed

IN DEVELOPMENT

o- | o

DEBUGGER - APPS

Breakpoints / Single Step Command Line Interface

SECURITY

Run Exploits with Apps

PCAP REPLAY
As-Is Packet by Packet

DEBUGGER - PCAP
Breakpoints / Single Step

PCAP REPLAY
Modify PCAP / Replay L4

VOTE FOR THE NEXT
FEATURE!

ENJOY

Ixia Developer allows you to create scenarios
that can generate an unlimited number of
network traffic possibilities. If you need help
getting Ixia Developer up and running try our
videos at:
http://www.youtube.com/ixiadeveloper

NEW TEST BROWSE TESTS

TELL US

Let us know what you think about our product.
Tell us if you encounter any problem using it or
if you feel it's just awesome the way it is. Your
feedback is greatly appreciated. It helps us
improve and offer you a better product.

SHARE

If you find Ixia Developer useful, why not tell
others about it? Nominate them for our referral
program, and we'll send them a free one-month
trial license. They'll thank you for it, and we'll
thank you for it.

Refer a friend

SESSIONS: 1 ACTIVE/1 RUNNING

RUNNING

NOTIFICATIONS |0 l IX I a




MPOCTO!

& 10.200.105.107

5 X Nightfury Project Scope - ...
IXia Developer > FTP-INVESTIGATION EDITOR| DEBUGGER  STATISTICS

] || 00:03:28-8%

TRAFFIC
INTERFACE STATS

Exploits: Browser (853)
Exploits: Office Document (425)
Exploits: Clientside (416)
All Other (904)

NUMBER OF STRIKES % APPLICATION THROUGHPUT (Mbps)

% APPLICATION THROUGHPUT (Mbps)

A —

NETWORK — Tx(1357) = Rx(1.361) x(0)

ClientEntity x : : ServerEntity x % APPLICATION TRANSACTIONS

y . - 24

[ 192.1682.10 ) : : { 192.168.3.10 )
< B successful (3 k)
M railed (0)
[ incomplete (1)

¥ STRIKES
[ Blocked (43)
W Allowed (234)

admin NOTIFICATIONS [0

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGHT




OTINAOYUK U BREAKPOINTS

© 2016 IXIAAND/OR ITS AFFILIATES. ALL RIGH

5 X Nightfury Project Scope - ...

lea Developer

B STOP TEST ‘

@ 10.200.105.107

FTP-INVESTIGATION

I | 00:02:14-73%

TRAFFIC
CISCO EMIX 4
v Citrix
v eDonkey Data Transfer
¥| HTTP Video
¥ HTTP Audio
v HTTP Text
v SIP/RTP Direct Voice Call (TCP Tran...
v SAP
v SMTP Email
Telnet

v/ Raw

NETWORK
(ClientEntity | 192.1682.10 ml
AT ] 192.168.3.10 [10]

admin

TRAFFIC1 >> FTP

EDITOR DEBUGGER STATISTICS

INTERFACE STATS

CONTINUE

SINGLE STEP

Resolve

o
=
w

Welcome Banner
Login
Directory Listing

CWD

3(3(3(3|3|3|3

VVVVYVYY

STEP DISPLAY

trafficl

14,689 10,195

10,196 14,682

% APPLICATION THROUGHPUT (Mbps)

— Rx (0)
% APPLICATION TRANSACTIONS

B successful (4 k)
M railed (2)
() Incomplete (0)

NOTIFICATIONS [0

IXla




£ 10.200.105.107 - PuTT¥

ApplicationTrafficl
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A breakpoint was ! ! debug the paused appsim instance you can
TP/instance:1"'.
@instance:1

instance:1 show

Welcome
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Login
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EAWHbIN LEHTP UCCNEOOBAHUN

ATl Research Center

Application

. Inline Security
Network Assessment Visibility

Security and
DPI Testing

BreakingPoint Ixia : =
™
Developer Application & Threat ThreatARMOR
Intelligence
Processors
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UIOTO TOJIBKO HAYAITO...

Exxemeca4yHble OOHOBMEHUS.

* YcnoBHble breakpoints.
* OTNaguuK.
*[1pon3BOribHbIE CTAaTUCTUKW.

IXia




onuuun N UEHDbI

Ixia Developer 1.0 — npegBaputensHbin npanc (US)
BupTtyanbHoe pelleHue.
$1,495 B rog Ha nonb3oBaTtens.
BkntoueH 1I'6uT/c.

ERVED. | 16 IXIa




IXIA DEVELOPER
KAK 9TO PABOTAET

IXia



) Welcome to your Ixia Developer account! - Message (HTML)
MESSAGE

['i—’Ignore x Lé ’L—é [ 9 ‘_:] v Ixia Wiki Q; —,;' 5 E=% Mark Unread a% gv q

Clv L*.‘; To Manager 3 :D Categorize ~
Move Assign > Translate Zoom
Policy ~ | Follow Up ~ . [y ~

:~,Junk' Delete  Reply RZ;TII‘,' Forward — _ |E Team Email °

Delete Respond Quick Steps Move Tags e Editing Zoom

Tue 1/5/2016 9:28 AM

Ixladeveloper

Welcome to your Ixia Developer account!

You can now take advantage of the new Ixia Developer, a new virtual based product built by developers for developers. It allows
users to generate and replay application traffic along with malicious traffic.

Reduce costs, increase agility and improve efficiency by performing vour development testing directly in vour personal virtual
environment, without waiting for a shared physical test setup.

Investigate 1ssues faster using our network traffic debugger, breakpoints and built-in traffic capture
Enjoy rich and realistic application library - more than 290 applications included

Ensure network security resiliency - more than 30,000 security strikes included

Use our simple HTML5 interface, or classic command line interface

Avutomate test execution and results analysis with REST API

Access a continuous stream of application and security updates

It takes only a few minutes to deploy:

¢ Ifyoudon't have a hypervisor, download and install Virtual Box or enable Qemu/KVM
¢ Download and deploy an image for vour virtual platform
o OVA for all VMWare hypervisors and Oracle VM Virtual Box
o Qcow2 for KVM/Qemu
o Start the VM and direct your web browser to the IP address of the VM: https:/<ipaddr=/

An account has already been created for vou. Please use the following credentials to log in:

Account name: allupu@ixiacom.com

Temporary password: Ix1aS08BBEC39
You will be asked to set a new password when you log in for the first time.

For more detailed instructions, please consult our deployment guides:

S




- 19% of IxiaDevelo

H * View and track your downloads

FILE MESSAGE

lame

e X (2 2 4
> Ignore :

J —e € 4 IxiaDeveloper.ova 969 I Downloads
&5 Junk ~ Delete  Reply RE.IT:‘J’ Fory public-cdn.ixiacom.com 19% at 6.86 MB/sec Cancel
Delete Respond 1 min 54 sec remaining

Tue 1/5/2016 9:28 AM

ixiad

etention Policy Sent Email Never Deletd

You can now take advantage of]
users to generate and replay appl)
Reduce costs, increase agility ar|
environment, without waiting fq

Investigate issues faster
Enjoy rich and realistic alj
Ensure network security
Use our simple HTML5
Automate test execution|
Access a continuous strej

It takes only a few minutes to d

o Ifyoudon't have a hype]
¢ Download and deploy af
o OVA forall VM]
o Qcow?2 for KVM
o Start the VM and direct

An account has already been cré

Account name: alluyj Options Clear list ‘ ‘ Close
Temporary password)
You will be asked €0




New Settings Discard

©

[E] General

=

Name:

Details | (@) Snapshots

W) preview

=

vm

Operating System: Ubuntu (64-bit)

E] System

Base Memory:
Processors:
Boot Order:
Acceleration:

Video Memory:

4096 MB

2

Floppy, Optical, Hard Disk
VT-x/AMD-V, Nested Paging, PAE/NX,
KVM Paravirtualization

12MB

Remote Desktop Server: Disabled

Video Capture:

@J Storage

Disabled

Controller: SCSI Controller

SCSIPort 0:
B Audio
Disabled

®P Network

IxiaDeveloper-disk1.vmdk (Normal, 16.00 GB)

Adapter 1: Intel PRO/1000 MT Server (Bridged Adapter, Intel(R) 82567LM-3 Gigabit Network Connection)

(¥ UusB

USB Controller:
Device Filters:

OHCI
0 (0 active)

[l Shared folders

None

'\_;) Description

None




'® 0 VM VirtualE 4:4J3443£7\

{ % Gog )
el 0 7
New Settings
o 1 7 <t 1x1
(4} IxiaDeveloper on localhost.ixiacom.com

4

File View VM

= oo

Ixia

The IxiaDeveloper application IP address is 10.200.105.45 (MAC address 00:0c:29:al1:76:e3)

Enter https:/,/10.200.105.45 in your web browser to access the IxiaDeveloper application

To change the IxiaDeveloper application IP address, log in as netadmin (password netadmin) below
IxiaDeveloper login: _




ELogin X

€« C' | (X b#ps://10.200.105.45/login

.r .HPF“ -*“;.t ‘-“'E;?;&“-; e, . . : o o '. 4 JCTRR B T Y
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Copyright © Ixia 2015. All rights reserved | ixiadeveloper-support@ixiacom.com



/ ixia Dashboard X

&« C' | X b#ps://10.

Configure network in

You currently don't have any external network interfaces. You can still ru KVM / Q E M U jollow the steps
below to connect this VM to your device. For a detailed wz |

VMware ESXi
VMware Fusion

PASSIVE DEVICE

ILINE DEVICE UNDER TEST

Adapter 1 | Adapter 2 VMware Player e

First, shut down your VM, but don't close this page as you'll not be
Enable Network Adapter able to reload it while the VM is down.
Attached to: You will need to enable Adapter 2 and Adapter 3 - they will be
used as test interfaces. Adapter 1 will serve as the management

Name: | vSwitch 1 interface, connected to the Internet. Other HyperViSOFS ;(1’ D $g'l°22‘1°

V' Advanced ') J l
h

VMware Workstation

I ——

adapter 2 adapter 3

Adapter 2 Adapter 3
| 4 -
After enabling it, attach Adapter 2 to an Internal Network named vowiech 1 R SN vSwich?
Network Adapter ‘vSwitch 1°. To connect it to an Adapter on your device, make sure
Attached to: |Internal Network v that the Internal Network Name matches.
: Also make sure to set Promiscuous Mode > "Allow All'. | e e eSS e s e e ———— N
Name: vSwitch 1 B
H
H
| CLIENT ENTITY x [ eth2 | ERVER ENTITY x
10.0.1.1 [ 10 | _E E- 10.0.2.1 [ 10 | H
Network Network E

Adapter 2 Adapter 3

Perform the same steps for Adapter 3. To pass traffic through s smsmssssssssmees
Network Adapter your device, make sure to connect Adapter 3 to a different IXIA DEVELOPER VM

Attached to: Internal Network, one also connected to a different DUT interface

(you can label it 'vSwitch 2°).

Name: vSwitch 2
A Finally, start your VM back up.




C=SNE=RECE X" |

ixia Dashboard X

&~ C' | (X b#ps://10.200.105.45

Your evaluation period expires in 14 days

FEATURE ROADMAP

Run Exploits with Apps As-Is Packet by Packet Breakpoints / Single Step Edit Superflow

Command Line Interface

Breakpoints / Single Step

ENJOY SHARE

nerate an L

ssibilit

Refer a friend

DEMO TEST

The 2p J]Ication s running in demo mOd& Learn e add ex{ernal in[e"-faces = eXit s mOd&




You add elements to
your test from here

E Iraffic goes here

________________________________________________________________________

This is your network —

These are the major
sections of the app

Stats sidebar

M Don'tshow thisagain (0K



ixia https://10.200.105.45/ses: X
&~ C (X b#ps://10.200.105.45

Developer >

START DEMO TEST

+ ADD

Demo Demo

interfaces C H interfaces

The application is running in demo mode. Learn how to add external interfaces to exit this mode.

m

DEBUGGER

E=S A C=Nac X

STATISTICS O




i@ https://10.200.105.45/ses: X ) (el ) S

L C' (X h#ps://10.200.105.45 =

m

DITOR DEBUGGER STATISTICS O

@ SECURITY TRAFFIC
. REPLAY TRAFFIC

@ NETWORK ENTITY

Demo Demo

interfaces C H interfaces

10.0.1.1 + D 7 10.0.2.1

The application is running in demo mode. Learn how to add external interfaces to exit this mode.




ADD APPLICATION TRAFFIC

Bandwidth

Bandwidth HTTP

Blog Po: HTTP DoS

Blog Post 2010-08-20 HTTP DoS Evil

Blog Post 2 HTTP DoS Legit

Raw
HTTP Video
Citrix

W 12% sap

Il 39% Al Other

CANCEL




@ https://10.200.105.45/ses= X \ E=SE=R o™

€« C' (X h#tps://10.200.105.45/sessions/2/config ks

IXIQ Developer > r Te EDITOR DEBUGGER STATISTICS Q
B STOP DEMO TEST I | 00:00:10- 1%

i INTERFACES
O ]

e CISCO EMIX (11 APPS)

DemoEth1 20,394 11,314

DemoEth2 11,314 20,394

3; APPLICATION THROUGHPUT (Mbps)

TIMELINE and CONSTRAINTS i

RAMP UP STEADY STATE  RAMP DOWN

Mb/s

Tx(9.811) — Rx (9.819)
DEMOJEEEE R (St e Demo
- s | jnterface : interface - x 3; FLOW TRANSACTIONS
— I = . =
[ 10011 (0], e { 10021 (0],

The application is running in demo mode. Learn how to add external interfaces to exit this mode. NOTIFICATIONS



/ xia https://10.200.105.45/ses= X \

€« C' | (% b#ps://10.200.105.45/sessio

IXla Developer >

Il STOP DEMO TEST ||

kbelov@ixiacom.com

d'| 00:00:24-3%

EDITOR DEBUGGER STATISTICS n

§ APPLICATION THROUGHPUT (Mbps) ’; FLOW TRANSACTIONS RATE g FLOW EXCEPTIONS
15 1 1500 A ’ l |
10 4 1000 4
500 4
5 4
0 T T T '
0 T T T T 00:00:05 00:00:10 00:00:15 00:00:20
00:00:05 00:00:10 00:00:15 00:00:20
— Attempted (1096.518)  — Successful (1122.388)
— Tx (7.873) — Rx (7.899) — Failed (0)
§ FLOW TRANSACTIONS ’; FLOW TRANSACTION DETAILS g FLOW THROUGHPUT DETAILS
RTCP 0 SAP 1.110
, | Successful (24.63k) fP ’ e o8
\ | M Failed (0) sip 0 eDonkey 0.118
< ete (12)
' Citrix 3 Citrix 1.413
L FTP 73 DNS 0.007
Raw 3,782 FTP 0.095
§ CONCURRENT SUPERFLOW SESSIONS ’; SUPERFLOW SESSION DETAILS g SUPERFLOW THROUGHPUT DETAILS
750 1
SIP/RTP Direct Voice Call.. 0 SAP 1.291
500 4 — — — — ——
Citrix 3 Raw 1.123
250 J HTTP Audio 3 eDonkey Data Transfer 0127
FTP 6 Citrix 1.542
0 T T T T HTTP Video 6 FTP 0.103
00:00:05 00:00:10 00:00:15 00:00:20
eDonkey Data Transfer 22 HTTP Audio 0.720
— Concurrent Applicatior ns (482)

U ’; SERVER TCP CONNECTION RATE

U INTERFACE THROUGHPUT DETAILS

§ CLIENT TCP CONNECTION RATE

The application is running in demo mode. Learn how to add external interfaces to exit this mode.

NOTIFICATIONS



FLOW TRANSACTION DETAILS

0

2

29,561 29,561

4 2

25 25




/ ia https

&~ C | (X b#ps://10.200.105.45/s

ger
IXia Developer > EDITOR DEBUGGER STATISTICS
W STOP DEMO TEST | [N ] || 00:00:53-8%
TRAFFIC APPLICATIONTRAFFIC1 >> SMTP EMAIL >> #1 INTERFACES
P CONTINUE | |p> SINGLE STEP
PAUSED ) ‘
C1SCO EMIX 7 ACT INSTANCE: [1-10.0.1.2:9599 > 10.0.2.425 AT 4 DemoEh 128,949 73113
DemoEth2 73,113 128,949
v| Citrix I |
v| eDonkey Data Transfer O 1 Resolve DNS —_——
vi F® O 2 Client connect SMTP s ® APPLICATION THROUGHPUT (Mbps)
v| HTTP Video - :
O 3 Server connected SMTP o«
v| HTTP Audio
vl HTTP Text ® Send EHLO SMTP
¥ SIP/RTP Direct Voice Call (TCP Tran... O 5 Server 250 Hello SMTP Fe “7
vl sap
O 6 Send FROM SMTP
o
o 7 Sender OK SMTP T — Tx(8.29) — Rx(8.406)
vl Telnet |
v Raw O 8 Send RCPT SMTP
3 FLOW TRANSACTIONS
O 9 Send DATA SMTP
NETWORK . .
- |
— - O 10 354 Start SMTP D — £ \ ccessful (58 k)
[’. ientEntity {10.0.1.1 ml] ‘ ‘ ed (0)
O 1 Message Data SMTP > omplete (7)
P
[' LG 10021 m]] O 1 250 Queued SMTP 4+
O 12 Cand NIOT oMTD .
BREAKPOINTS ‘ STEP DISPLAY INTERFACE CAPTURE
2 l
v 4 ApplicationTrafficl Send EHLO SMTP Email

The application is running in demo mode. Learn how to add external interfaces to exit this mode. NOTIFICATIONS



|
login as: kbelov@ixiacom.com
kbelov@ixiacom.com@10.200.105.45's password:
Loading modules... ok
Initializing connection... ok
Authenticating... ok

You currently don't have any external network interfaces.
You can still run tests but the traffic won't leave the VM.
Please access the web interface to see how to connect this VM to your device.

reat Intelligence
Your wversion is up to date.

Welcome! You are now in the root of the Ixia Developer CLI.
Here's what you can do here:

show sessions - see all your Ixia Developer sessions
create session - create a new Ixia Developer session
? - see the list of available commands,

or use after a command for more help

If there are available sessions you can enter in any of them by typing:
@session:<sessionId>

Commands can be executed in the scope of a particular session without entering it, e.
@session:<sessionId> show

@.. - navigate to parent scope

@< - navigate back one step in history scope navigation

e> - navigate forward one step in history scope navigation
@/ - navigate to root scope

@~ - navigate in the scope of the current session

# create session

0 Ixia Developer Test 3

d

Acti




|
login as: kbelov@ixiacom.com
kbelov@ixiacom.com@10.200.105.45's password:
Loading modules... ok
Initializing connection... ok
Authenticating... ok

You currently don't have any external network interfaces.
You can still run tests but the traffic won't leave the VM.
Please access the web interface to see how to connect this VM to your device.

reat Intelligence
Your wversion is up to date.

Welcome! You are now in the root of the Ixia Developer CLI.
Here's what you can do here:

show sessions - see all your Ixia Developer sessions
create session - create a new Ixia Developer session
? - see the list of available commands,

or use after a command for more help

If there are available sessions you can enter in any of them by typing:
@session:<sessionId>

Commands can be executed in the scope of a particular session without entering it, e.
@session:<sessionId> show

@.. - navigate to parent scope

@< - navigate back one step in history scope navigation

e> - navigate forward one step in history scope navigation
@/ - navigate to root scope

@~ - navigate in the scope of the current session

# create session

m

na Ixia Developer Test 3
d

Acti

3)# add replay traffic Capture\ Sample

ReplayTrafficl

Capture Sample




o =

o N

= omN N

3 7 .1 6
4 .202 .3
.13 .2 05 rpc:data
6 .24 .1 :dns
7 43 .9 :dns
40 .9 dns
0 .1 :dn

N b

.2

(2]

1 .2.19 4 20
1 .2.199.82 .3
| .2.3.248 .2
1 .2.67.128 5
1 .2.204.105 1.1. i3 :rpc DD
1.112.154 1.2. .35 :dns
253.202 1.2. 8
1.1.193.3 1.2 .8
1 2
2
4
4

W o mb N

Standard
Standard
V3 NULL
Standard
Standard

V3 NULL
>

~
Cc

w

R

T T T R

v VvV
"nom NN
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