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ThreatARMOR

@! OnpeAeneHMe NOBEPXHOCTN U
HaNPaBAEHHOCTU aTaK CeTU

Q’ Buabl Knbepyrpos

ThreatARMOR Ha cTparke Bawen cetu




[loBepXHOCTb aTaku ceTu

' [NoaBepKEeHHOCTb ceTn Knbepatakam
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Q’ Yrpo3sa B3AOMa Ballen ceTu

W Yrpo3a Kpa»ku AaHHbIX

Balwa ceTb noaBepraeTca OorpoOMHOMY KOAMYECTBY KnbepaTak
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HanpaBAeHHOCTb aTak

|
[1Ba TMna Tpadvika nepenaeTcs Ha KaXXaylo CeTb:
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Pacwmnpernne TpeboBaHMM 6€30NacHOCTU

NHpacTtpykTtypa UB

FAo6anbHas ceTh paclumpuaack. Oxeat nHppacTpyKTypbl UB yBeAnumnaca
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Pacwmnpernne TpeboBaHMmM 6€30NacHOCTMU

|
NHpacTpykTrypa UB
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1 == YBeAnueHrne notpebHOCTH B pecypcax
HoewecTBa TexHOAOrMin 6€30NacHOCTU 06YCAOBAEHBI Pa3BNTUEM Yrpos.
Boablue 3awmThl. Bo?\bme CAOXKHOCTU. BoAbLe 06cAyKMBaHMA. BoA”iaLue ynpaBAeHUA.

Yrto, ecAn 6bl BbI CMOFAM COKPATUTDL Tpadwu( m3 UHTepHeTa?

CokpaweHue YMeHbIIeHMe Yncaa YMeHblenne V|H¢PaCTPyKTYPa 6esonacHocTu
UMCAa aTaKylowmx, yBepoMAeHuM SIEM NOBEPXHOCTH aTaK C QOKYCUPOBKOM Ha Ba>KHOM
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PasBe dpalipBOA He aoenaeT 3Toro?

MexceTeBble akpaHbl criegytoiero nokoneHns (NGFW) ontummnanpoBaHbl 45151 NPOBEPKM KOHTEHTA
N 0bHapPY>XEHUS Yrpo3, HO OHM HE TaK XOpPOoLLM B ONOKMpOBKe bonbLioro konnyectsa IP-agpecos.

CrpaHa AvanasoHsbl IPv4 KaTeropus Kon-Bo apgpecoB IPv4
Poccusa 5632 BpenoHoCHbIN > 1 000 000
Tpaduk
Kutam 2 659
[NepexsaT > 16 000 000
YKkpauHa 2528 ceceuii
TypuwAa 644 BOGON > 800 000 000
[TakncTaH 231

3ayemM BaM HYXHO OGriokMpoBaThb bonbloe konmyectso IP?
18% DDoS-atak nponcxogaT u3 Kuras.
Kutain, bpasunus, Poccus n Mugus Bmecte reHepupytoT 26% atak Ha Web-npunoxeHus.

Poccug, YkpauHa, lNakuctaH, Kutam u Typums
BxoadaT B TOIl 10 cTpaH No KONUYeCTBY KOHTPONJepoB OOTHETOB.
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Kak MHoro reo-IPv4-aapecoB?
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boTHeT - rae?

Top 5 cTpaH ¢ HandonbLUUM
KOSINYECTBOM 3apaKEHHbIX XOCTOB

CrpaHa Koa-Bo 6oTOB
1. Nnans 1120 000
2. BbeTHam 1010 000
3. Kutan 771 000
4. Poccua 511 000
5. Bpasnauna 433 000

NcTounuk: Spamhaus ( MapT 2016).
https://www.spamhaus.org/statistics/botnet-cc/

Top 5 cTpaH ¢ HandonbLUUM
konnyectBoM C&C-cepBepoB

CrpaHa C&C-cepsepbl
1. CLWA 631
2.BBO 23V
3. HnaepaaHabl 154
4. Poccuna 125
5. 'epmMaHuA 95

NcTounuk: McAfee.




boTHeT - C&C-apxutekTypa

|
Command:
Send spam: <subject> <msg> BoTMmacTep
Action: Send spam: <subject>
<msg> FOUR TIMES
w w w w w w w w w w
== > == — === ) e — - : . p ' : :

: p : - ; p S == = — = — —. = =

SEaM SPAM SP SEAM SPAM SPAM SPAM SPAM SPAM SPAM




[TpyMep GULLMHIOBOM CTPaHMLbI

Free! Check if your credit card has been stolen!

If you fear your credit card info has been Credit card issuer Selectcardissuer ~
stolen, enter it here and you can find out Credit card .
for free. Avoiding fraud has never been i

easier! )
Name on credit
card

About Expiration Date 01 ~ / 2010 ~

[ Check if my credit card is stolen ]

@ Verified Secure J
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[TpuMep duwmrHrosomn ctpaHmLbl N° 2

JLog In - Mozilla Firefox
File Edit View History Bookmarks Tools Help

¢ A Ef:} - @ ke @ D http:Hpaypal-account-protection.comiegjwebscr.php?cmce b] ' intitle:paypal

Pa,yPal ’ Sign Up|Log In|Help

Welcome Send Money Request Money Merchant Tools Auction Tools

Lol

Member LO Il'l Secure Log In |— |

Registered users log in here. Be sure to protect your password.

Email Address: I Forget your email address?

Password: I Forget your password?

New users sign up here! It only takes a minute.
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_Th reatARMOR™

ThreatARMOR BbICTYynaeT Ha nepBomn JIMHUN 3aLLUTDI
BalLEWN CETW.
BroknpoBka HexenaTenbHOro BXoAsaLwWero Tpaduvka
N NpegoTBpaLleHne NCXOOALLNX BPEOOHOCHbLIX KOMMYHUKaLMIA.

UHdpacTpykTypa Ub
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ThreatARMOR™

; LA \ NOT FIREWALL
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[Tpenmyuwectea ThreatARMOR
i x

Bbicokas Bbicokas
nNPOU3IBOAUTENIbLHOCTbL OTKa30yCTOMYUBOCTL
« CdhokycrmpoBaH TOmMbKO Ha  MakcumanbHasi HageXHOoCTb.

briokuposke IP.
» Pe3epBupyemble 6noku

« CnpaBnsieTcs ¢ 3agadvyen Ha nMTaHUS.

CKOPOCTU JTIUHUW.
* BcTpoeHHbI bannac.

e MacwTab 6e3 BnmaHuna Ha

NPOU3BOAUTENBHOCTL MpPU « SSD-gunck ¢ BO3MOXXHOCTbIO
brnokmnpoBke ot ogHoro |P- 3aMeHbl B MOSIEBLIX YCNOBUSX.
agpeca go munnunapga IP-

agpecos.
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BAnaHume Ha | T-be3onacHOCTb

21 000 yacoB B rop TpaTMTCA Ha
0b6pPaboTKy AO>KHO-MO3UTUBHbBIX
coobLeHnn o Knbepyrpo3sax. 1 57
Ponemon Institute, 2015
HepAeAb COKOHOMAEHO

ThreatARMOR yctpaHsaeT 33% HeHy<Hbix
AOMHO-MO3UTUBHbIX COODLLLEHUN,

skoHoMa 6 300 yacoB ana NpeAnPUATUS. $300 K+

CpeaHas 31 cotpyaHunkos IT Security = SKOHOMMA OMEPAUMOHHBIX PACXOAOB
$100K.

Payscale (US Based Median), 2015




ThreatARMOR npuviBHoCUT onbIT KoMaHabl Threat Intelligence B Bawy ceTb

IXIA ATI
Research Center

MpodeccnoHanbHas 6asa Threat
Intelligence, ncnoabsyemas amaepamu

OoTpacAu.

(@

ThreatARMOR
Rap Sheets

AOKa3aTeAbCTBO Ka*KAOro

Sa6AOKMpOBaHHOFO cauTa.

| THREATS DETECTED

ThreatARMOR
Appliance

YcTaHOBUTE, HAacTpoOWUTE U
3abyabTe.

ABTOOBOHOBAEHME KaXKAble 5 MUH.

MakcuManbHas HaAEXHOCTb.
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AeTaAbHble OTYETDI

A . § Ta FRAT A2 31 T AP

RAP SHEET RAP SHEET RAP SHEET

THREA THR THIS IP IS HIJACKED I

This particular netwerk range has been hijacked. A hijacked range is a netblock brought back

http: "'rhug_.e-.rrmvs from the dead, often by a spammer. The original owner of the block may have left it derelict |
2014-02- . ;
02&id=935:2014-02- 2016-01-06 00:53:40 for any number of reasens. For more information about these types of IP ranges please visit
2016-01-10 15:46:51 SHA256 http://www.spamhaus.org/fag/section/DROP%20FAQ#258 I
SHA256 79938cad61289bcat 2015-12-30 06:28:54 !
B

fecdbecc77c324650fh i ;
http://www.spamhaus.org/sbl/sbl.lasso?query=SBL104616

Home | chuguevnev ) ) )
9737 TOTNET-TH-AS-AP TOT Public Company Limited, TH

apnic

TOTNET-TH-AS-AP TOT Public Company Limited,TH

2011-04-08
2015-12-07 07:36:03
SHA256
al5e9de35a6161861 9737
http://chuguevnews,
17-35?tmpl=compor
2016-01-10 15:39:20
SHA256
9b470f11291dcb18a
9
185.68.16.161 Reverse DNS: 202.97.174.82 Reve NS: 205.203.0.1 Last Blocked On: 2016-01-08 13:28:34

i, N A L




B AeTaAbHble OTYEThl (MPOAOAXKEHME)

. C ORISR Loy . e

RAP SHEET RAP SHEET

THREATS DETECTED: 1 EXPLOIT THREATS DETECTED: 2 PHISHING

2016-01-08 16:02:24 http://sanalkoyum.com/wp-content/post%20dhl/express/tracking.html
2016-01-10 06:07:20
SHA256 -
d5156ced298eaal43540d3264¢97221fbd7ded243f562d3d26ced4d2d203d76f
d
TRADE FILE

http://sanalkoyum.com/wp-includes/dhl/dhl/tracking.html

2016-01-07 06:20:25

SHA256 -
d5156ced298eaa043540d3264c97221fbd7ded243f562d3d26ced4d2d203d76f
d

TRADE FILE

221.146.224.75 Last Blocked On: 20 Reye NS: NS481.WEBEMPRESA.EU Last Blocked On: 2016-01-08 13:28:34




«beabin» cnncok

 Alexa n Quantcast ton 10 000:
« Brkatouan Facebook, Google, YouTube, Wikipedia u 1. A.

* ObaayHble cepBUCHI:
« Amazon AWS, Microsoft Azure, Salesforce.

* VIHTepHeT nHdpacTpyKTypa:
* DNS cepsepbl, NTP cepsepbl, 1 T. A.
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ThreatARMOR Dashboard
(=@ ThreatARMOR & DASHBOARD

(% LAST 24 HOURS »

2 20 1 1 nNn1 7 2 0 34439 M
C IATUMUN CTpaHaMI/I I'IpaKTI/I‘—IeCKI/I HUKOIrAa HeT KOMMyHI/IKaLI,VII/I

BEpXHOCTb aTak
OKa3sbIBa€eT CKosbko IP-agpecoB 6bino

abnoknpoBaHO 1 CKOmbKO Tpaduka
DbINI0 COXPaHEHO.

\5—09-15 06:48:43 2015-09-25 06:48:41 \ 2015-09-25 06:48:40 2015-09-25 06:48:40

\
« Kakue cTpaHbl BO3rnassnsoT CNUCoK Hanboree 4acTto 6n0|<mkyelv|b|x agpecoB?
» Kakune IP-agpeca 6binu 3abroknpoBaHbl HE4ABHO N NOYEMY

CORNECTIONST 352K CORNECTTONS 378K CORNECTIONST 73K CORRECTIONST ZUAK CTORNECTIONSTZ CONNECTTIONST Z CONNETTIONSTZ CONNECTTONST Z




_ ThreatARMOR npocroTta ycraHoBKM

Aerko ckoHpurypupoBatb

ThreaARMOR §

1. MNoacoeanHuTe NnutaHue n Ethernet-

OPERATION MODE

Kabeau.

2. Boibepute pexknm Reporting nam

Blocking.

3. llpoaoArkaiiTe paboTaTh B MPUBLIYHOM Lo

. amount of network visibility.

pexnme! (ObHoOBAAETCA aBTOMATUYECKW.)

LAST BLOCKED [P ADDRESSES

BAoOKMpoOBKa onacHbIX CanToB — ‘ AAAAIIIIIIII883338,
aBTOMaTMuyeckKas
BLOCKED CONNECTIONS BLOCKED CONNECTIONS BLOCKED CONNECTIONS BLOCKED CONNECTIONS
REASON REASON REASON REASON

[[e0bAOKMpPOBKa — ONMUMOHaAbHaA

2015-07-29 / 23:16:39 2015-07-29 / 22:56:19 2015-07-29 / 22:24:32 2015-07-29 / 22:22:29




ThreatARMOR™: inline-ycTtaHoBKa

THREAT ARMOR FIREWALL THREAT ARMOR

B cooTBeTcTBUKM C TONOAOTrMEN CripaBa PORT PARR 1

Ha o6enx CTopoHax GarpBoAa U
yCTpomncTB 6€30MacHOCTM BCTaBbTE
Ethernet-kabean 13 Bawen cetn B
napy noptoB 1 ona WAN u

napy noprtoB 2 ansa LAN.

0000000000000 00 0 5 000000000
'eseesesssscssesse 1| ssssesene
( . 1B 2A




ThreatARMOR™: offline-ycTaHoBka.
TAP

FIREWALL

B cooTBeTcTBMM C TOMOAOTMEN CipaBa
MOAKAIOYNTE CETEBOM OTBETBUTEAD K
AVMHKY Mexxay danpeoaoM n WAN, a 3atem
MOACOEAMHUTE OTBETBUTEAL K Mape

(—— A 18

noptos 1. 070%0%0%0%0707%% %% 0 %% % ') | %6%%% %% % % L




ThreatARMOR™: offline-ycraHoBka. WAN SPAN PORT FIREWALL

SPAN ‘ IEEEEEEEEEEEEEENENR NN ENN. h
PR [ [ ]
N

NETWORK PACKET BROKER

B cooTBeTCTBUKM C TONOAOTMEN CripaBa
SPAN-nopT KOMMYyTaTopa, KOTOprl\/’I Inbound traffic Outhound traffic
3epKaAMpyeT BeCb TPadUK MeXXAY
danpeorom n WAN, nopcoeamnHuTe K
nape noptoB 1 yepes 6pokep ceTeBbix

naketoB NTO. Vicnoabaymnte NTO and SOOI S0 0 000000 5 | %% %% %% %% | @

- A 1B

nepeHanpaBAEHNA NUCXOAALLETO e e e e | w
o e e N [ C

Tpaduka (Source= Firewall) Ha nopT 1A

n Bxoasauwero Tpadpuka (Destination=
Firewall) Ha nopTt 1B.




PesiomMe
|

ThreatARMOR : nepectaHbTe aHaAM3MPOBaTb TPAaPUK, KOTOPLIA BaM M3BECTEH

BAOKMpPYHMTE HeXKenaTeAbHble BXOAALLME
NAU UCXOAALLME aKTUBHOCTM.

NMoayuyanTe 60AbLUE OT BalLen KOMaHAbI
IT-6e3onacHoOCTM 1 ycTponcTs
be3onacHocTU.

NMoayuauTe Bbiroay ot
npodeccMoHanbHOM KOMaHARBI Ixia

Application and Threat Intelligence.




IXIa Cnacunbo!

TEST. VISIBILITY. SECURITY.




